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The speed of change in cybersecurity drives the need to optimize costs

Of the family of enterprise risks, cybersecurity is perhaps the most dynamic, with the threat landscape
changing by the day or even hour. The effectiveness of cybersecurity strategy, services, and tools is
impacted by the business change, which creates a need to remain agile in the face of new and emerging
risks. Maintaining readiness usually requires continuous and evolving investment, with many organizations
struggling to understand the value and risk reduction delivered by their cybersecurity programs.

Business Factors Influencing Cybersecurity Spend
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Market Dynamics Business Change Evolving Regs.
e Economic downturn ¢ Digital Transformation e SEC Cybersecurity
e Geopolitical conflict o M&A/Deal Activity vlee

e Data Protection &
Privacy

Balancing cost moderation and A coordinated methodology for
unacceptable risk managing cybersecurity spend

The financial burden of maintaining an effective Spend analysis for cybersecurity begins by setting
cybersecurity program warrants oversight to be sure achievable objectives that aren’t solely focused on cost
of prudent investments. However, there must be a takeout. They should consider the need for a stable core
balance between a judicious review of spend and a of foundational services, the agility to support business
restriction preventing a cybersecurity organization change, and the people required to support both.
from delivering the services needed to avoid a -
significant incident or business disruption. Effective How can we optimize the performance of

. . . existing cybersecurity investments?
control of costs can be achieved with a cooperative
approach between financial, cybersecurity, and Common How can we cut costs without taking on
risI.< Iez.adersh.ip that prioritiges business growth _ questions about [J Uncomfortable levels of risk?
pbject|ves aligned with a risk-based cybersecurity Cybsrsei%urlty How can | work to make cyber spend more
Investment strategy. pend. predictable and avoid big “refresh” cycles?
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Our approachto Gyber Gost Optimization

1. Gain visibility into your cost base and budgetary priorities

2. Analyze by KPMG Cyber cost 3. Evaluate controls effectiveness 4. Perform focused deep-dives
optimization hypotheses against risk reduction
High-level, standardized focus areas for Tailored, risk-focused opportunity Domain specific opportunity
opportunity identification identification identification e.g.
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Cybersecurity Controls

5. Execute, realize and measure prioritized cost optimizat ecommendations

Aligned to KPMG Elevate to transform cost control What is Elevate?
Wn||B I]I'BSGI'VI“Q "Sk Cﬂntalnment Elevate is the firm's enterprise

performance transformation
e Provides a flexible delivery model that can be leveraged for all or part of offering designed to

the framework to address specific needs fundamentally and sustainably

e Evaluates organizational design, process, and tools portfolios to deliver improve a business's financial

insights and action plans for savings and efficiency across enterprise trajectory through a balanced
cyber operations focus on growth and cost.

The rapid assessment model

Prioritization &

Data Gathering Analysis & Modeling R Review & Reporting
Facilitate Current Organizational Rank Socialize
Workshops Investments Rightsizing Opportunities Analysis
Develop Process Tools Define Transition Deliver Final
Inventories Improvement  Rationalization Plan Report
Data Gathering Prioritization and Roadmap
e Meet with key stakeholders to understand e Focus on areas of highest impact with dynamic risk
organizational priorities for cybersecurity management and transition scenario analysis
¢ |nventory spend on people, tools, and service e Remove complexity, favor automation, and leverage
delivery diverse service delivery models
0@0 Analysis and Modeling Review and Reporting
e | everage data-driven insights for organizational e Socialize plans with program sponsors and
rightsizing and working capital optimization leadership, confirming cultural alignment

e |dentify opportunities for simplification, reduction of e Deliver final readout and walkthrough of cost
redundancy, and support for agility opportunities, transition plan, and outcomes
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Some or all of the services described herein may not be permissible for
KPMG audit clients and their affiliates or related entities.
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The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity.
Although we endeavor to provide accurate and timely information, there can be no guarantee that such information is accurate as of the date it is
received or that it will continue to be accurate in the future. No one should act upon such information without appropriate professional advice after
a thorough examination of the particular situation.
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