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The evolving  
threat landscape
No threat is more dangerous 
than the one lurking inside of an 
organization—a fact too often made 
painfully clear to government officials 
and private sector leaders. Federal 
agencies are faced with increasingly 
high-profile incidents of classified 
information leaks, intellectual property 
theft, fraud, and exploitation by foreign 
adversaries. Agencies are under intense 
pressure to identify and mitigate a full 
range of risks within their workforce 
and supplier network, commercial 
off-the-shelf (COTS) products, and the 
supply chain. In order to counter the 
expanding volume of threats, agencies 
need to make trust determinations 
around the most critical entry points: 
the people, entities, and products that 
impact the mission. 

Understanding the right data sets to 
proactively predict, identify, and 
mitigate risks to critical assets is 
essential. However, operationalizing 
this data can seem impossible in an 
environment characterized by too 
much uncertainty and competing 
risk management priorities. Today’s 
fastevolving threat environment 
requires not just a proactive solution 
but one that is also comprehensive.

KPMG’s approach
KPMG’s Future of Trust solution is the 
first and only proactive, holistic solution 
designed specifically to help federal 
agencies identify the full spectrum of 
risks within their workforce, third-party 
suppliers, COTS hardware, and software. 
This singular approach provides overlap 
across risk areas and helps ensure a 
much safer environment. The Future of 
Trust includes a mission-centric, tailored 
methodology to reduce complexity, 
provide new insights, and drive threat-
based decisionmaking. Our clients are 
able to reduce risk by increasing trust 
and reliance in people, products, and 
entities.

Informed by KPMG’s deep subject 
matter knowledge in data science, 
forensics, behavioral psychology, 
counterintelligence, and threat trends, 
the Future of Trust solution provides a 
leading view of the threat landscape, 
security, and regulatory requirements to 
help clients make timely, reliable, data-
driven trust determinations.
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How we can help with 
trust determinations
Making an initial determination is just that: initial.

Trusted personnel
Personnel risk can be a serious threat 
vector to an agency in the form of 
both outsiders and insiders. Making 
the right initial trust determination 
when allowing new personnel access 
into an agency is critical. Additionally, 
once the initial trust determination has 
been made, continuous evaluation 
of behavioral and technical indicators 
is vital to ensure that the person 
continues to act in a trustworthy 
matter. KPMG is actively working 
with federal policymakers and 
our clients to engage our leading 
commercial capabilities in advanced 
data and analytics, machine learning, 
and artificial intelligence to develop 
solutions that won’t introduce 
additional risk into the process. 
Incorporating better data management 
and advanced analytics can provide 
significant advantages in personnel 
trust determinations.

Establishing a network of 
trusted entities
Third-party risk management 
and business intelligence are 
valuable tools for discovering 
risk in an organization’s supply 
chain. Our proprietary diligence 
and intelligence solutions 
coupled with our unique access 
to private company data provide 
transparency into the following 
areas of supply chain security: 
insight into hidden relationships, 
cyber threats, insider threats, 
counterfeit parts, and risk from 
foreign ownership, control, 
and influence (FOCI) concerns 
that may affect an organization 
through its network of vendors 
and suppliers. Tracking, 
managing, and appropriately 
reacting to that information 
requires tact, a solid case, and 
business management capability.

Evaluating technology for compromise
Even when technology is acquired from a trusted vendor, it may still be subject 
to the threat of compromise, counterfeit components, or product substitution. 
KPMG employs an advanced data and analytics capability and proprietary data 
sets to assess the quality, integrity, and provenance of all microelectronic 
components in any commercial off-the-shelf hardware. This approach is used to 
identify counterfeit or compromised parts, identify the point of origin and third-
party risk for each component, and assess overall risk associated with a specific 
component either before or after it has been acquired.

AI enables agencies to assess risk in  
people, entities, and products

Driven by 
comprehensive 
proprietary  
data sets

Customizable 
analytics accessed 

on secure cloud 
platform

3The Future of Trust



Use cases and past
experience
Critical technology protection – 
KPMG conducted forensic Integrity 
Due Diligence research on supply 
chain risk concerns for a U.S. agency’s 
global acquisition office. Our cleared 
analytic team conducted both OSINT 
and classified research to provide 
actionable intelligence assessments 
to the defense acquisition community 
through mapping the supply chain and 
third-party networks, identifying FOCI 
concerns, and highlighting derogatory 
or suspicious financial behavior.

Fraud risk management – KPMG 
conducted risk assessments for 
a government agency on over 80 
third-parties to aid in quantifying 
reputational and legal risk factors for 
grant recipients, specifically public 
housing authorities and municipalities. 
Moderate-to-high risk findings 
illuminated misuse of taxpayer 
funds, fraud, corruption and bribery, 
financial viability, noncompliance with 
federal law and regulation, subpar 
performance, and health and safety 
issues.

Personnel vetting – KPMG created 
an OSINT risk engine for a major 
DoD entity to assist with personnel 
security investigations based on 
behavioral psychology, insider threat 
best practices, legal data, and other 
commercially available sources to 
generate insights into personnel risk to 
drive decision-making.

Financial intelligence – KPMG 
leveraged leading commercial due 
diligence, financial and banking 
experience, and capabilities for 
a government agency to drive 
modernization of risk management 
strategy, methodologies, and 
technology. KPMG leveraged a 
combined proprietary solution, including 
a financial transaction monitor tool 
used in the banking sector, and other 
capabilities to assist the client’s analytic 
team with Know Your Customer (KYC) 
due diligence and risk assessment 
reviews for potential vendors and 
private sector partners.

Hardware provenance – A defense 
research laboratory sponsored a 
challenge for KPMG to quickly and 
reliably assess quality, integrity, 
provenance, and risk of any commercial 
off-the-shelf hardware. KPMG’s 
solution reliably identified the point of 
design and manufacture, as well as 
hidden vulnerabilities, FOCI concerns, 
and other counterintelligence risk 
factors that were previously unknown 
to the client.
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