SDN – The
real benefit
for the
enterprise
Reduce complexity, increase connectivity
with software-defined networking

kpmg.com

Move on from a
dependency on hardware
As more and more data is exchanged, networks are growing in
complexity and functionality at an exponential rate, leading to
constant state of evolution of network technologies. In contrast,
the historical interdependence of a network’s physical elements—
routers, switches, etc.—and the knowledge required to manage
and operate them—has left many network professionals resistant
to the change required for the constant evolution.
Software-defined networking
(SDN) can bring a welcome degree
of flexibility, programmability,
and manageability to traditional
architectures through the introduction
of a set of automated, virtual
protocols. SDN is a loosely defined
concept in which an abstract layer
of relevant software, controlled by
a series of application programming
interfaces (APIs), is applied over the
existing physical infrastructure. Simply
put, the software, which is separated
from the physical equipment, enables
network controls to be part of the
larger IT management platform.
For enterprises, this transforms the
network from a static monolith that
often takes weeks or even months
to adapt to business needs, into a
flexible and scalable vehicle that
can automatically adapt to fluid
requirements with customized
container packages, DevOps, and
dynamic security solutions across
data centers, colocations, and
cloud environments.
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SDN tops the networking to-do list
According to IDG, businesses are starting to realize the benefits of SDN, with 40 percent of
enterprises actively researching SDN, 12 percent involved in piloting programs, and 15 percent
with existing deployments.
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Source: IDG, 2018 State of the Network Survey.

The core of SDN is network virtualization, which is the ability to position a software overlay on the
traditional network. Network overlays are not new. For instance, multiprotocol label switching (MPLS)
revolutionized wide area networks (WANs) way back in the late 1990s by ensuring consistent,
reliable connections in real time. Later, in the 2000s, general packet radio service (GPRS) tunneling
protocols (GTP) changed how providers addressed consumer traffic by encapsulating data over their
existing backbone.
What is new, however, is the ability to modify the network in real time through software and
extend functionality across multiple physical and virtual locations. This guide outlines how network
professionals can benefit from SDN, SDN pitfalls to watch out for, and how SDN can transform the
networking paradigm within their organizations.
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Why should enterprises
care about SDN?
SDN’s virtualized overlay changes the overall enterprise approach
to networking. When compute virtualization was introduced, it
revolutionized the data center by increasing server management
efficiency and flexibility. By separating hardware management
from workload administration, compute virtualization enabled
organizations to easily scale, extend, and improve the availability
of applications across the network. This paved the way for smaller
applications and faster development cycles since developers no
longer needed to build as many features into the applications,
significantly increasing developer productivity and decreasing
time-to-market.
Compute storage was then virtualized,
further decreasing application
complexity and enabling developers to
scale horizontally rather than vertically.
Storage could be utilized locally, and if
it did not meet network requirements
for performance or quantity, it could
be attached from one or more disk
arrays or other compute nodes.
With virtualized storage, application
developers and owners no longer
have to worry about storage—it
can be available when and where
needed and offers fully integrated
provisioning capabilities.

© 2019 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent
member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.
The KPMG name and logo are registered trademarks or trademarks of KPMG International. NDPPS 811506

To deliver a software defined data center approach
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The final frontier in terms of enterprise virtualization has
been the network itself. Typically, network administration
was performed separate from compute and storage
administration. The network team had very little
involvement in IT priorities such as application availability,
the functionality of applications and general performance
requirements. The traditional network was configured
statically, with rigid segments that each supported
a specific purpose—typically server segments and
user segments.

For organizations that have not deployed SDN, this is still
the case today. Adding to the complexity, not to mention
frustration among business-line leaders, cloud deployments
now are the first choice for many organizations, in large
part because of the agility with which the cloud can
provision applications. The problem is the network team
may not even be aware of application deployments, while
leaders across the business may be under the impression
that the network and its related security controls are being
actively managed.

Without network virtualization, the business and
developers often found themselves provisioning compute
and storage in a matter of hours, and then had to wait for
network provisioning for days, weeks, and, in some cases
months, before the application could be brought online.

With SDN, the network itself, and the network team, can
finally catch up to the compute and storage environments
and create a virtualized, integrated network that is agile,
extendable, and secure.

© 2019 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent
member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.
The KPMG name and logo are registered trademarks or trademarks of KPMG International. NDPPS 811506

SDN – The real benefit for the enterprise

5

SDN in practice: The
benefits of virtualization
With today’s networks facing a new and growing set of demands,
SDN offers a number of immediate enhancements to the
traditional network environment:
Integration
A network that is virtualized—that is, abstracted from
the existing hardware—can easily be integrated with
the compute and storage orchestration and automation
engines. This level of integration reduces network
provisioning time to the same levels as compute and
storage, speeding up the delivery of applications to market.
Hybridization
SDN makes it possible to create a uniform layer across
the entire network environment, both in physical data
centers and the cloud. This facilitates a true hybrid
environment, where the network team’s workload can
easily be organized by application requirements or even
user geography. SDN essentially centralizes control of all
networking activities—physical and virtual—in a single
product, empowering a virtual administrator to facilitate
upgrades, modifications, and workload configuration
quickly and efficiently.
Hybridization example
One KPMG client, a financial services company,
utilized cloud for some of their services, but not for
others. They were unsure of the cost benefits, and
if all the workloads currently in the cloud should, in
fact, be there. By abstracting the network across
their data center and cloud environments, the
client was able to increase the performance of
mission-critical applications by a 100 percent and
reduce the cost of their cloud services by 30 percent.
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Service chaining
Virtualized networks can support dynamic service
chaining, which enables organizations to add or remove
network services to an application workload dynamically.
For example, if the network experiences an application
overload, a load balancer can be added in real time to
stabilize the application traffic flow between two separate

workloads. Service chaining also facilitates the addition of
different network services during application provisioning
based on a number of criteria, such as data classification.
This allows organizations to assign more advanced network
security controls based on the critical nature of the data
the application handles during provisioning, regardless
of environment.

SDN service chain example 1
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For instance, mission critical data—Payment card industry
(PCI), Personal identifiable information (PII) or Intellectual
property (IP), for example—requires an identity-based
firewall with SSL decryption and anti-malware inspection,
but general applications require a firewall only. Service
chaining enables true microsegmentation for automated
enforcement of security policies, both during provisioning
and over an application’s lifetime.

SDN service chain example 2

Service chaining example
Another KPMG client, a manufacturing company,
was struggling with delivering services at the speed
the business required due to regulatory and security
requirements. By implementing SDN with automated
service chaining, the client was able to connect
multiple critical functions across the network and
reduce the provisioning times of their most sensitive
workloads from several months to less than a day.

General workload

Internet
router

Runs as a VM

Server

Stateful
firewall

© 2019 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent
member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.
The KPMG name and logo are registered trademarks or trademarks of KPMG International. NDPPS 811506

Application
delivery
controller

SDN – The real benefit for the enterprise

7

SDN management
Management of a virtualized SDN is divided into two key parts: the
overlay network and the underlay network. The underlay represents
the traditional network, focusing on providing high-performance
connectivity. It can be managed separately from the virtualized
network or integrated into a larger hybrid platform, commonly
known as a cloud management platform (CMP).

Logical L2 topology 1
Logical L2 topology 2
Logical L2 topology 3
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The SDN overlay should be integrated with the same
management platform as the compute and storage
solutions to maximize efficiency and effectiveness.
The key is to enable seamless integration, orchestration,
and automation of the compute, storage, and network
environments, including network security. This virtualized
configuration will drive benefits for the business by
creating an IT infrastructure that is faster, smarter, and
more stable—whether it is located on-premises or in
the cloud.

From an availability perspective, the network overlay
is highly dependent on the existing physical underlay.
However, since the SDN overlay is typically routed across
the physical underlay, resiliency can be achieved using
simple routing protocols, rather than a highly complex
Layer 2 arrangement. Similarly, the overlay also makes
it easier to add capacity using routing protocols like
equal-cost multi-path routing (ECMP)—when more capacity
is needed, another link is added in a near-linear manner.
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SDN administration
When all components of the network infrastructure are
orchestrated and automated, it is easy to create an experience
for developers and owners that is similar to a cloud environment.
With SDN, infrastructure options for performance requirements,
geography and security requirements, among other considerations,
are presented through a convenient service catalogue portal,
through which workloads can be provisioned automatically to the
most appropriate environments. This enables the network team
to better manage cost, availability, and performance; migrate
workloads; or extend the network to multiple environments. This
is all achieved while network security controls are maintained per
workload across all environments.
It is time for real-time telemetry
SDN also enables telemetry across the entire virtualized
network. The recorded traffic metadata can be used to
create a baseline, which can be contextualized to prevent
false positives and false negatives when workloads move
between network environments. The baseline can in turn
be used to detect variations and abnormalities across the
network, enabling proactive performance management and
behavior analytics for enhanced security.

From the users’ perspective, the virtualization and
abstraction of compute, storage, and network increases
the usability of the infrastructure, and offers a more
robust, cost-efficient, and highly available approach that
is flexible and extensible to support current and future
business needs.

Telemetry example
A number of KPMG clients are employing the telemetry capability of SDN to establish and
monitor network baselines. If an application or user starts behaving erratically, automated
telemetry triggers an alert, temporarily blocks access or adds additional network capacity by
distributing a workload across multiple hosts. This has led to an increased security posture and
user satisfaction.
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SDN pitfalls
The overarching promise of SDN is real, tangible change for IT
infrastructure management and user satisfaction. But the road
to a successful network transformation, through which SDN is
implemented across all environments, is long with a number
of obstacles:
CTO

Network

Server

Beware the silo mentality
In a virtualized world, silos must be broken down
between different IT departments. IT must operate as
one interconnected and interdependent unit—not as
separate server, storage, network, and security outposts.
This is primarily an organizational matter—addressing
important issues, such as efficiency, cost reduction, and
time-to-market—and is often one of the most difficult
issues to resolve. Adopting new technology is relatively
easy, but changing organizational mindset is challenging.
This change must occur for SDN transformation to be
truly successful.

App

Storage

Biting off more than you can chew
Many network teams get overly ambitious embarking on an
SDN journey. Considering the sheer magnitude of the work
involved in a successful network transformation effort it is
easy to get lost on the long and winding road to success
(and, let’s be honest, you never actually “arrive,” it is pretty
much a perpetual journey). But you can make significant
ongoing progress. To that end, it is best to start small and
develop several quick wins, such as server provisioning,
process improvements or network security. Your timeline
may be years long. Following these small successes will
make it easier to move onto larger, more complex projects
and keep all stakeholders engaged and excited.
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Knowledge gap
Network professionals need additional
skills to implement and operate a
virtualized network. New protocols are
used in connection with the softwaredefined overlay, requiring different
operational and troubleshooting skills.
Integration, orchestration, and automation
requires a broad understanding of
compute, storage, security, management
platforms, and service catalogue portals,
as well as knowledge of the programming
language used to integrate the different
infrastructure components.
Finding the right vendor
There are a large number of vendors with
different SDN products and approaches in
the market. Some solutions target niche
use cases, some are part of a larger hybrid
cloud ecosystem, and others provide
a framework for the enterprise to build
everything from the ground up. There
have been some initial acquisitions, but a
significant consolidation is expected over
the next several years. This will further
complicate the process of finding the
right SDN partner and the right solution
since IT organizations—which generally
are adept at selecting solutions based on
technical criteria—now must also consider
a vendor’s long-term viability.
To counter this vendor risk, we suggest
you add the following questions to your
due diligence:
—— How does your SDN solution integrate
with the major cloud providers
and the major hypervisors for
virtualized workloads?
—— How will my organization’s current
security platforms integrate with
your SDN solution to enable effective
service chaining?
—— How does your SDN solution manage
containers and container networks?
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Are you prepared for the
network revolution?
Organizations across virtually every industry are migrating at an
ever-increasing pace to the cloud. Unfortunately, many are realizing
the cloud does not necessarily provide a full menu of capabilities,
specifically when it comes to the more advanced needs of the
network. In this environment, many businesses are pursuing a
new strategy for cloud migrations, a software-defined approach in
which a sophisticated overlay satisfies the cutting-edge needs of
the modern network.
In a low-latency economy, where decisions and the
corresponding actions must happen in as close to real
time as possible, organizations cannot afford to allow any
facet of their IT infrastructure to lag behind the prevailing
technology. From service resiliency and network security to
time-to-market for new products and services, SDN can be
a key driver of increased IT agility, and efficiency.
If provisioning time, traffic control, and network security
are a concern for your current IT infrastructure, SDN might
be the key that unlocks the speed, agility and security that
your organization need.
KPMG can help turn your software-defined networking
goals into reality
KPMG’s network specialists with deep knowledge of wired
and wireless solutions, network service providers, and
network security. KPMG has global experience assessing
whether or not SDN is the right solution and in designing
and implementing software-defined WANs and data
centers. As independent advisers, we offer vendor- and
technology-neutral advice.

Learn more
We recognize that today’s CIOs face increasingly complex
demands and challenges in becoming the strategic
technology partner their businesses require. We help
clients successfully migrate to best suited infrastructure for
each unique situation that organizations face today.
KPMG helps CIOs, technology leaders, and business
executives harness technology disruption, more
effectively manage technology resources to drive agile
and improved business performance, enhance strategic
position, and improve the strategic value of their
technology investments.
If your IT organization is seeking ways to leverage
technology as a source of network innovation and
competitive growth, KPMG can help. For more information
on our services and capabilities, please visit our
CIO Agenda and Information Technology pages.
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Appendix
Software-defined networking glossary
Abstraction
Creates a layer between two layers, and makes the
interaction from the top layer uniform regardless of the
bottom layer. An example of this is how a hypervisor
presents the same type of components (CPU, drives,
memory, network) to a virtual machine regardless of the
actual physical components.
Application programming interface (API)
Allows communication and configuration changes
programmatically and is typically used with automation and
orchestration.
Cloud management platform (CMP)
The highest layer of an automation and orchestration suite
of tools. What the administrator of the cloud interacts with.

Hybrid platform
A combination of different elements. Most commonly
referred to in the context of SDN as the hybrid cloud
platform—a combination of a traditional datacenter with
the private cloud and public cloud.
Hypervisor
The abstraction layer between physical hardware and the
operating system, allowing for virtualization of hardware
and resource sharing between multiple virtual machines.
Layer 2
The OSI model’s data link layer. A common Layer 2
protocol is Ethernet with its media access control
(MAC) addressing.

Colocation
Sharing space with others, typically leased space at a
datacenter provider.

Layer 3
The OSI model’s network layer. Today, IP version 4 is
almost exclusively network-layer protocol with its 32-bit IP
addressing. IPv6 is growing with its 128-bit IP addressing.

Container
A small, self-sustainable program that runs in a fixed
environment and is a form of microservice.

Multiprotocol label switching (MPLS)
Overlay protocol for networks to create a uniform way to
forward and manage traffic across large networks.

DevOps
Combines the operations of software with the
development of software, whereby software is
continuously improved and released into the production
environment. A part of DevOps is continuous integration
and continuous delivery, which strives to automate the
process of software delivery.

Open Systems Interconnection model (OSI model)
A reference model for data communications defining seven
layers of encoding to transmit data over a network. The
layers are physical, data link, network, transport, session,
presentation, and application. The actual model used in
networks today is the TCP/IP model. The OSI model is
defined in ISO7498-1.

Equal-cost multi-path routing (ECMP)
Enables network traffic to use paths that have the same
quality/cost to forward packets simultaneously, providing
both load-sharing and redundancy.

Overlay network
Abstraction of the physical network. Examples include
IPSEC, GRE, MPLS, and VxLAN.

General packet radio service tunneling protocol (GPRS)
Introduced as part of the 3GPP standards to enable cellular
providers to deliver data traffic to their customers without
building a separate backbone. It introduces an overlay
across the provider backbone and tunnels the customer
traffic from the end device (i.e., cell phone) to the internet.

Provisioning
The process of allocating resources for compute, storage
and network. This can be done in thick or think variants
or a combination. Thick provisioning is a hard allocation
where no other node can use the resources, while think
provisioning allows for shared use and oversubscription.

© 2019 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent
member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.
The KPMG name and logo are registered trademarks or trademarks of KPMG International. NDPPS 811506

Service chaining
SDN capability of seamlessly and
dynamically integrating network services
in a chain before reaching a destination.
SSL decryption
The capability of decrypting and
encrypting SSL/TLS traffic in real time to
analyze what is inside the SSL tunnel.
Telemetry
The automated collection of data to
gather insight into traffic flows that
can be used to develop an automated
response to traffic conditions.
Topology
The network layout, design, and
architecture.
Transport Control Protocol/Internet
Protocol (TCP/IP) model
The TCP/IP conceptual model is
the foundation for modern data
communication networks. There is not
one standard maintaining the model and
it is typically referred to as a five-layer
model with physical, data link, internet,
transport, and application layers. Some
older references define it as a four-layer
model by combining the physical and
data link layers, typically labeling it the
network access layer.
Underlay network
The network that is below the
abstraction layer. Typically the physical
network, but in some instances can be
another overlay network (i.e., a public
cloud network).
Wide area network (WAN)
Network used to connect different
geographical locations.
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