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In today’s healthcare market, data
is a double-edged sword. The
increasing digitization of the health
system promises unimaginable
benefits for patients, healthcare
providers, health plans, and the
service providers and business
associates that work with them.

Matthew Schwartz is a partner in
KPMG’s IT Audit and Assurance
practice where he specializes
in helping healthcare services
providers demonstrate internal
control, security, and confidentiality
assurance through attestation and
SOC 2 reporting.
Michael Ebert leads KPMG’s
HIPAA Services Team and
has deep experience
helping healthcare
organizations leverage
information management
and security to achieve
their regulatory
compliance goals.

But the possession of data also
comes with heavy responsibilities
and, if mishandled, significant
financial and reputational risk can
ensue. Many covered entities and
business associates are now looking
for ways to achieve some level of
assurance that their data controls and
processes can withstand regulatory
and client scrutiny. Not surprisingly,
many are turning to the Service
Organization Control (SOC) 2
framework to provide the assurance
they need.
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Data comes under the microscope
Health Information Portability and
Accountability Act (HIPAA) privacy
and security are key concerns
for those that handle data within
the U.S. healthcare system. With
regulation evolving under the
banner of HIPAA, regulators have
started to increase the pressure on
compliance. For example, between
2008 and 2014, $24.3 million worth
of fines were meted out under
HIPAA as Civil Monetary Penalties
and Resolution Agreements.1
Recently, however, the
Office for Civil Rights (OCR)
signaled its intention to
increase oversight of HIPAA.
In the coming months, around
1,200 organizations—800 covered
entities (such as providers, health
plans, and clearinghouses) and

400 business associates (such as
claims processors, data center
providers, and others that support
the healthcare industry)—will
undergo an assessment of their
HIPAA compliance.2 Those that
perform poorly potentially face
monetary penalties.
A growing challenge
The number of organizations
involved in the transfer or
processing of data has ballooned
over the past few years. This is in
part due to the growing number of
healthcare organizations who are
choosing to outsource their datarelated processes and services to
third-party providers. As the market
for these services grew, so too
have the number of players vying
for a piece of the market.

Total
(4/12/2003 – 12/31/2014)5
Complaints Filed

106,522

Cases Investigated

33,880

Cases Corrective Action

23,314

It is not just the quantity of new
players, it is also the variety.
The use of modern technology
and the digitization of medical
records under Meaningful Use3
brought new players such as
cloud providers and data services
providers and, with them, a
concern that the level of rigor
around HIPAA compliance will
decline as data moves further
away from the originator (i.e., the
covered entity).
The pressure increases
The problem for covered entities,
however, is that they can be held
responsible for breaches in HIPAA
security or privacy related to their
data, no matter how far down the
chain the incident occurred. The fact
is that HIPAA includes requirements
for covered entities to manage and
ensure their third-party compliance.4
Given the lack of clarity that many
healthcare organizations have into
their service providers’ controls, it
is not surprising that compliance
managers at healthcare providers
and health plan organizations are
seeking ways to gain assurance
regarding their third-party
relationships.

Civil Monetary Penalties and Resolution
Agreements (7/16/2008 – 12/02/2014)6$24,356,280

(As of December 2014) HIPAA investigations and resolution
Source: U.S. Department of Health and Human Services
1

http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/index.html

2

https://www.federalregister.gov/articles/2014/02/24/2014-03830/agency-information-collection-activities-proposed-collection-public-comment-request

3

Meaningful Use sets specific objectives that eligible professionals (EPs) and hospitals must achieve to qualify for Centers for Medicare & Medicaid
Services (CMS) Incentive Programs. http://www.healthit.gov/providers-professionals/meaningful-use-definition-objectives

4

http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/

5

http://www.hhs.gov/ocr/privacy/hipaa/enforcement/highlights/indexnumbers.html

6

http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/index.html
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For business associates, the
increasing scrutiny on HIPAA
security and privacy has created a
web of new complexities for these
organizations and many are already
hard-pressed to keep up with the
quantity of attestation and audit
requests they receive from their
existing and potential customers.
The coming OCR assessments
will heighten the pressure as
covered entities seek to identify and
remediate any gaps in their data
compliance oversight. If they are
not already, business associates
will need to be prepared for an
onslaught of new requests.

SOC 2 to the rescue
The good news is that there is
a fairly straightforward way for
covered entities and business
associates to gain the confidence
they require with the AICPA’s
SOC 2 framework. Similar to
the now-ubiquitous SOC 1
framework used for evaluating
the effect of controls at a service
organization on the user entities’
financial statement assertions,
SOC 2 provides a familiar and
understandable approach for
reviewing the data-related controls
at service organizations.

Any company that comes into contact with Protected
Health Information (PHI) should consider how they
might leverage SOC 2 attestations to demonstrate
the effectiveness of their controls that may address
HIPAA security and privacy.

SOC 2 is based on five key
Trust Services Principles set
out by the AICPA: security,
availability, processing integrity,
confidentiality, and privacy.7
The benefit of SOC 2—particularly
for the health sector—is that it
is rigorous enough and detailed
enough to allow organizations to
demonstrate the effectiveness
of their security, availability,
processing integrity, confidentiality,
and privacy controls. Additionally,
service organizations may consider
mapping the controls within a
SOC 2 report to specific HIPAA
requirements and present this
mapping in the Other Information
section of the report. This mapping
will help them to demonstrate the
effectiveness of controls they have
in place related to security, privacy,
and confidentiality and how they
relate to the HIPAA security and
privacy requirements.
7

 or more on the AICPA Trust Service Principles
F
and Criteria, visit www.aicpa.org.

Client Example
“As a behavioral health and wellness company, our
customers entrust us with their highly sensitive data.
As a result, they have a high expectation around the
security measures we have in place to safeguard their
data. The SOC 2 examination requirement initially came
as a recommendation during one of our customer
audits, and we subsequently started seeing it come
up in new Requests for Proposals (RFPs). During our
internal research, we discovered that the controls
evaluated under SOC 2 could provide us with a good
measure of our IT Security Controls. We decided to
add the SOC 2 examination as part of our overall IT
Security Governance to provide assurance regarding
confidentially, integrity, and availability for data entrusted
to us by our customers.
In preparation for the SOC 2, we engaged KPMG to
conduct an initial Diagnostic Assessment to map the
SOC 2 criteria with our existing controls. The diagnostic
assessment was crucial in identifying gaps, key areas
for improvement, enhancement of current controls,

and implementation of new controls to help ensure we
would meet each of the criteria in the selected trust
principles. It also provided a roadmap to manage risk at
a tolerable level and helped improve the security posture
of the organization.
We received our first SOC 2 Type 2 report last year
from KPMG, and it has been well received by our
customers. In fact, the majority of our customers
are now requesting it and a requirement has been
added to provide a SOC 2 report as part of our sales
agreements. We are seeing many benefits to having
the SOC 2. It provides additional assurance over
substantive assessments of our physical, technical, and
administrative controls, which is very much valued by
our customers. In certain circumstances, some of our
existing and/or prospective customers have forgone
their own independent audits/assessments based on us
providing a SOC 2 report to them, which has certainly
helped relieve audit burden to our company.”
- Vice President, IT Security Services
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Reaping wider benefits
The value that SOC 2 brings to the
health sector goes well beyond
simply instilling confidence and
helping compliance managers
sleep better at night. For covered
entities, the shift towards using
SOC 2 reports as a standard for
gaining assurance regarding their
business associates’ data privacy
and security controls will reshape
their compliance departments,
transforming them from data
collectors to analytical business
partners focused on high-risk areas.
For business associates, SOC 2
can also help dramatically reduce
the amount of time, effort, and
resources that are currently spent on
responding to the various audit and
attestation requests received from
existing and potential clients.

Getting ready for SOC 2
None of this is to say that business
associates will find it easy to
successfully obtain a SOC 2
examination, especially in the
first year. In fact, most business
associates will discover that rigorous
preparations are necessary before an
actual SOC 2 examination can begin.
KPMG believes that it is important
for business associates to now
undertake a thorough diagnostic
review to assess their readiness
for a full SOC 2 examination.
Those that identify control gaps
will then want to take on a planned
program of remediation to ensure
that those gaps are quickly and
appropriately filled.
Covered entities will also want to
prepare for the shift towards greater
use of SOC 2. The reality is that

evaluating SOC 2 reports as a user
requires a unique set of capabilities
and skills, and understanding how
SOC 2 maps back to compliance
requirements will take some time.
Concluding Summary
It is now more important than
ever for business associates to
take a close look at contractual
and regulatory requirements
and determine how they
may now, or in the future,
be impacted. With the growing
use and adoption of the SOC 2
framework, organizations now
have a mechanism to demonstrate
the effectiveness of their
security, availability, processing
integrity, confidentiality, and
privacy controls.

Five key steps for business associates
1. Inventory your current contractual requirements
2. Assess your controls against the trust services principles
3. Conduct a diagnostic review of your existing controls
4. Undertake appropriate remediation to fix control gaps
5. Educate your client relationship managers about SOC 2
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