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Executive
summary
While the current focus for third-party risk management
(TPRM) in financial services (FS) continues to center on
program uplift and process optimization for cost and time
savings, there are significant strides being taken towards
innovation and wholesale TPRM transformation. Leading
TPRM programs are keeping their eye on the finish line by
experimenting with new operating models to enhance their
ability to identify, monitor, and manage third-party risks
more efficiently without compromising on effectiveness.
Achieving TPRM transformation will require programs to
overcome the roadblocks that have plagued these systems
throughout their initial build and subsequent iterations.
These include:
—— Inadequate executive support and tone at the top
—— Resistance to organizational realignment
—— Large resource needs to operate the program
—— Insufficient accountability from business owners of
third-party services
—— Lack of investment in technology enablement
—— Resistance from third parties to cooperate with the
TPRM process.
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Our advice for FS organizations is to

pick up the pace

for tackling these persistent challenges.

Technology advances have finally made it possible to realize significant
cost savings in TPRM while also protecting the organization’s reputation
and customers from third-party risks—but only if the organization is
committed and has a robust baseline TPRM program in place.

To orient TPRM leaders on where to start on the race to sustainable TPRM, we have prioritized the top
10 TPRM mile markers for sustainable TPRM. These include both near-term goals for program uplift and
process optimization that are realistic for achievement in 2020 and longer-term initiatives for innovation
and TPRM transformation. We offer leading practices for achieving each of the top 10 TPRM mile markers
in the form of an executive checklist. These activities reflect ideas shared by TPRM executives at our
annual TPRM share forum, during subsequent conversations with clients, and through peer analysis.
Please contact us to discuss any of these themes in more detail.

Making strides in 2020: Top 10 TPRM “mile-markers”

After establishing a baseline TPRM program across the third-party lifecycle, we see clients continuously
iterating to improve their ability to identify, monitor, and manage third-party risks effectively and efficiently.
See below for the top 10 “mile-markers” financial services organizations are pursuing across program
uplift, process optimization, and innovation to achieve sustainable TPRM programs.
Mile 1: Regulatory change management

Mile 4: Fourth party/subcontractor risk

Mile 7: Exit plan

Refresh the TPRM program on an ongoing basis,
in order to comply with evolving global regulatory
requirements (e.g., European Banking Authority
(EBA) guidance on Outsourcing, Operational
Resilience, etc.) through a sustainable regulatory
change management process

Clarify the concept of “material subcontractors”
to support consistent, risk-based subcontractor
oversight

Begin outsourcing arrangements with the
end in mind by developing, documenting and
testing robust business continuity plans and exit
strategies for stressed and non-stressed exits

Mile 2: TPRM strategy
Articulate an enterprise-wide outsourcing
strategy for the use of third parties, the related
risk appetite, and risk tolerances/limits, such
that the TPRM program has a clear mandate
and guardrails for managing third-party risk

Mile 3: Technology risk management

Mile 5: Operational resilience
Integrate TPRM with the enterprise Operational
Resilience program; move from individual asset
or contract-based cyber, disaster recovery, and
business continuity risk management to holistic
business service-based risk management

Mile 6: Affiliate risk management
Align affiliate risk management within the thirdparty risk management program through “light
touch” TPRM lifecycle requirements

Mature data privacy, information security, and
cyber resilience to keep pace with emerging
regulatory pressures and changing customer
and regulatory expectations

Program
uplift

Innovation
Mile 10: TPRM in real-time
Re-imagine third-party risk management
as an instantaneous mechanism to drive
go/no-go business decisions; leverage
both internal and external data sources
for continuous risk, performance, and
contract compliance surveillance

Process optimization
Mile 8: Risk segmentation

Mile 9: Service delivery model

Establish a disciplined risk-scoring
methodology and tailored program
requirements for homogenous
categories of third-party services,
including Specialty Programs and
Nominal Risk categories

Realign responsibilities, incorporate industry
utilities, and embrace technology to:
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—— Reduce program costs
—— On-board new third parties quickly
—— Increase business accountability for
third-party risks
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TPRM “mile
markers”
across program
uplift, process
optimization,
and innovation
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Program uplift
1. Regulatory change management: Refresh the TPRM
program on an ongoing basis in order to comply with
evolving global regulatory requirements (e.g., EBA
guidance on outsourcing, Operational Resilience, etc.)
through a sustainable regulatory change management
process
Global FS organizations typically establish their enterprisewide TPRM programs based on the regulatory guidance of
their primary regulator. Regional and jurisdiction-specific
requirements were often treated as separate requirements
for the specific region only. As FS organizations further
expand their global footprint and global regulatory
standards converge to become more proscriptive, this
approach of one-off, region-specific TPRM program
requirements and supporting processes may no longer be
viable. Leading organizations are collaborating across the
enterprise to achieve the following goals:
—— Analyze inventory of applicable TPRM laws, rules,
and regulations and break down each law, rule, and
regulation into distinct regulatory requirements and
obligations. This may include regulatory guidance that
makes good business sense in addition to regulatory
applicability. The regulatory requirements and
obligations are then synthesized into “common” and
“unique” obligations to rebaseline the enterprise-wide
TPRM program.
—— Define and drive consistent use of TPRM terminology
and definitions across the enterprise; key terms include
“third party,” “vendor,” “supplier,” “outsourcing,”
“cloud,” “critical,” “material subcontractors,”
“FinTech,” etc.
—— Validate that the third-party inventory is comprehensive
and comprises all regulatory-required information for
third-party services, including specialty programs and
nominal risk services across the enterprise.
—— Align TPRM regulatory compliance processes with
related risk and compliance functions globally for
a consistent approach to assessing regulatory
compliance on themes such as privacy, cybersecurity,
business continuity, consumer compliance, Operational
Resilience, etc.
—— Understand how regulatory scrutiny across the three
lines of defense will affect the burdens placed on the
TPRM program; for example, additional rigor around
Internal Audit’s testing of the TPRM program may lead
to more requests and inquiries for TPRM audits.

2. TPRM strategy: Articulate an enterprise-wide
outsourcing strategy for the use of third parties, the
related risk appetite, and risk tolerances/limits, such
that the TPRM program has a clear mandate and
guardrails for managing third-party risk
In addition to clarifying the definition of third parties and
criticality within the TPRM policy, leading TPRM programs
are further documenting an outsourcing strategy and
TPRM risk appetite. These documents enhance the TPRM
program’s ability to monitor and manage third-party risks
based on limits and thresholds to better focus on risks/
issues that require action from senior management.
Leading programs follow the following guiding principles
for establishing a robust TPRM strategy:
—— Reconcile the TPRM framework and guiding principles
with the outsourcing strategy and risk appetite.
—— Engage business units directly in defining the
outsourcing strategy and TPRM risk appetite for critical
third-party services or concentration risks.
Outsourcing strategy
—— Move beyond a sourcing strategy that focuses on
achieving specific commercial outcomes for reduction
in cost and quantity of third-party suppliers.
—— Articulate risk-based parameters for the use of thirdparty outsourcing, potentially including a preference
to limit direct third-party contact with customers and/
or limited offshoring of data to maintain consistent
branding and to preserve the FS organization’s
reputation (as examples).
—— Incorporate Operational Resilience in the outsourcing
strategy.
TPRM risk appetite, thresholds, and triggers
—— Align to applicable components of the enterprise-wide
risk appetite or operational risk appetite.
—— Use quantitative, rather than qualitative, measures.
—— Establish limits and thresholds for individual thirdparty services and the broader third-party portfolio; an
example of risk limits might be that critical third-party
services cannot have more than two consecutive
quarters of “red” performance scorecards or that
a business line can be no more than 20 percent
concentrated in one third-party provider.
—— Analyze the design of the TPRM program (including
third-party inventory data elements, risk segments, and
risk assessment activities) to validate if it can produce
reporting on whether or not the stated limits and
thresholds have been breached.
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3. Technology risk management: Mature data privacy,
information security, and cyber resilience to keep pace
with emerging regulatory pressures and changing
customer and regulatory expectations
Though cybersecurity and data privacy have always
been critical components of robust TPRM programs,
new regulations such as the General Data Protection
Regulation (GDPR), California Consumer Privacy Act
(CCPA), and New York Department of Financial Services
Cybersecurity Regulation (23 NYCRR 500) have created
a stricter environment that forces businesses to be
situationally aware of the data lifecycles associated with
each of their processing activities, as well as the security
of their data in both storage and transit. Against this
regulatory backdrop, the continued digitization of the FS
industry, combined with increased use of cloud services,
FinTechs, and other nontraditional technology providers,
can magnify cybersecurity and privacy risk exposure by
distributing information systems well beyond the four walls
surrounding their internal corporate networks. Leading
practices for enhancing TPRM cybersecurity include the
following:
—— Strengthen the firmwide data governance program so
that TPRM is cognizant of data elements shared with
third parties throughout the lifetime of the third-party
relationship.
—— Prioritize key data assets as “crown jewels” and
incorporate them into the outsourcing strategy and
TPRM risk appetite.
—— Map the potential impact of a data breach of critical
third parties to specific business lines, services,
and customers on behalf of enterprise Operational
Resilience.
—— Establish a “playbook” to document who within the
organization is responsible for identifying, mitigating,
and communicating a data breach. Confirm contractual
requirements are in place with third parties to require
notification in the case of a third-party breach.
—— Supplement due diligence processes by subscribing
to industry tools; while these are not yet mature, they
are improving rapidly and can augment an in-house
cybersecurity team.

4. Fourth-party/subcontractor risk management:
Clarify the concept of “material subcontractors” to
support consistent, risk- based subcontractor oversight
Subcontractor risk has long been a key tenet of TPRM,
and risk-based oversight of subcontractors is called out
explicitly in regulatory guidance.1 There is a renewed
focus on integrating subcontractor risk management more
comprehensively across the TPRM lifecycle, from business
planning to risk assessment activities, contracting with
the third party, ongoing monitoring, and termination. Key
activities for subcontractor risk management include the
following:
—— Define what constitutes a material subcontractor based
on the FS organization’s risk appetite; common criteria
for material subcontractor include: if data is being
shared with subcontractors, direct interaction with
clients, potential for representing the FS organization’s
brand, network access, etc.
—— Store material subcontractors within the third-party
inventory and monitor subcontractor concentrations;
put processes in place to update the material
subcontractor inventory, as the use of subcontractors
may change over time with changes in third-party
service.
—— Place accountability on business owners of third parties
to identify the use of material subcontractors up front
during the planning phase of the TPRM lifecycle;
subject matter professionals conducting due diligence
can validate and augment the business owners’
understanding of subcontractor use.
—— Document expectations for third parties to disclose the
use of subcontractors in Master Service Agreements
(MSAs) with the third party; some FS organizations are
pursuing direct agreements with subcontractors.
—— Perform risk assessments on subcontractors, either
remotely or on-site; recent EBA guidance may alter the
feasibility of current approaches for FS organizations
to leverage the TPRM program of the third party
as assurance that the subcontractor risks are being
managed appropriately since the guidance tasks FS
organizations with collecting evidence of fourth-party
risk assessment.
—— Identify subcontractors that are already direct third
parties to leverage available risk assessments and
ongoing data monitoring.

FFIEC, “IT Examination Handbook, Outsourcing Technology Services” (July 15, 2004); Basel Committee on Banking
Supervision, “Outsourcing in Financial Services” (February 15, 2005); “IT Examination Handbook, Appendix J: Strengthening
the Resilience of Outsourced Technology Services” (February 6, 2015); OCC, “OCC Bulletin 2013-29, Third Party Relationships”
(October 30, 2013); FRB, “Federal Reserve Supervisory Letter SR 13-19/CA 13-21: Guidance on Managing Outsourcing Risk”
(December 5, 2013); OCC, “OCC Bulletin 2017-7, Supplemental Examination Procedures” (January 24, 2017)
1
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5. Operational Resilience: Integrate TPRM with the
enterprise Operational Resilience program; move
from individual asset or contract-based cyber, disaster
recovery, and business continuity risk management to
holistic business service-based risk management
Operational Resilience is a key priority for regulators and
the increasingly interconnected financial services industry,
which is grappling with elevated volumes of data breaches
and service disruptions.2 It is evident that organizations
are moving rapidly to stand up Operational Resilience
programs. TPRM programs are supporting the program
build across the following activities:
—— Advance from an asset-based strategy of individual
assessments and plans for business continuity,
cybersecurity, information security, etc. to an
integrated view of the overall resilience of business
units and services; key assets include people, buildings/
physical infrastructure, technology, information/data,
and third parties.
—— Identify enhancement opportunities for existing risk
areas and risk assessment activities to support the
Operational Resilience program, such as strengthening
cyber, information security, and business continuity
third-party due diligence activities.
—— Validate that concentration and fourth-party risks are
included in the assessment of Operational Resilience.
—— Develop data lineage traceability to ascertain how
a third-party service outage would affect specific
business units and customers.
—— Identify third parties that support critical business
objectives and tag them as applicable to Operational
Resilience.
—— Calculate whether the stated recovery time objectives
for business processes are feasible, given the recovery
time objectives of interconnected third-party services
that support these business processes.
—— Support the development and testing of severe but
plausible Operational Resilience scenarios.
6. Affiliate risk management: Align affiliate risk
management within the third-party risk management
program through “light touch” TPRM lifecycle
requirements
FS organizations are struggling to establish affiliate risk
management requirements that are “right-sized” and
appropriate for the degree of risk associated with the
affiliate-provided services (which are generally considered

to present fewer risks than external third parties). For many
of our clients, there is a lack of clarity on which TPRM
requirements should apply to affiliate relationships. This
can lead to an inconsistent, ad hoc application of TPRM
requirements, which can be difficult to explain to internal
stakeholders and regulators.
While some organizations apply the same rigor to affiliates
and external third parties, many opt to use a “light touch”
risk management approach for affiliates, such as less
stringent inherent risk and due diligence requirements.
FS organizations are also seeking ways to satisfy program
requirements while achieving greater efficiency in their
management of affiliates, such as leveraging internal data
(e.g., risk and control self assessments (RCSAs) and issues
management) to perform ongoing monitoring activities.
Leading programs utilize the following approach for
implementing affiliate risk management programs:
—— Align to the enterprise TPRM program and framework.
Requirements for managing affiliate risk should be
clearly defined and outlined in the TPRM program or in
a specialty program under the TPRM program.
—— Inventory affiliate agreements within a centralized
inventory (either the same or in alignment with the
third-party inventory).
—— Review master service agreements (MSAs) and
service-level agreements (SLAs) for affiliates by legal
entity. Once affiliate agreements are entered into the
third-party agreement inventory, firms should review
the existing MSAs and SLAs to confirm the accuracy of
services being provided.
—— Develop standard affiliate agreement templates. To
achieve consistency across affiliate agreements, firms
should establish an affiliate contract template with
addendums for regionally specific regulations.
—— Leverage enterprise taxonomies. Affiliate programs
should leverage enterprise taxonomies (e.g., service,
risk and control taxonomies), which allow for
streamlined use of data and clear communication
across risk categories.
—— Utilize affiliate RCSAs for risk and control identification
and monitoring. When Enterprise Risk Management
frameworks are implemented, firms can leverage
their affiliate’s RCSAs (which identify risks, controls,
and issues) to satisfy risk management requirements
such as completion of risk assessments and ongoing
performance monitoring.

FFIEC, “IT Examination Handbook, Outsourcing Technology Services” (July 15, 2004); Basel Committee on Banking
Supervision, “Outsourcing in Financial Services” (February 15, 2005); “IT Examination Handbook, Appendix J: Strengthening
the Resilience of Outsourced Technology Services” (February 6, 2015); OCC, “OCC Bulletin 2013-29, Third Party Relationships”
(October 30, 2013); FRB, “Federal Reserve Supervisory Letter SR 13-19/CA 13-21: Guidance on Managing Outsourcing Risk”
(December 5, 2013); OCC, “OCC Bulletin 2017-7, Supplemental Examination Procedures” (January 24, 2017)
2
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—— Prepare for regulatory scrutiny of affiliate oversight. Regulators expect firms’ TPRM
programs to be comprehensive, risk-based, and inclusive of all third-party types,
regardless of whether they are internal affiliates or external third parties.
7. Exit plan: Begin outsourcing arrangements with the end in mind by developing,
documenting and testing robust business continuity plans and exit strategies for
stressed and nonstressed exits
As reflected in global regulatory guidance (e.g., Bank of England, European Banking Authority,
FFIEC Appendix J),3 there are growing concerns around the ability of FS firms to continue
serving customers in the face of third party outages or failures—especially in situations where
there may be few alternative providers (e.g., cloud computing). Leading TPRM programs are
implementing robust exit strategies and contingency plans for stressed vs. nonstressed exits4
during the planning phase of the TPRM lifecycle. Thoughtful exit strategies are driven by the
business owners of the third-party service, with input from a cross-functional team, including
Business Continuity (BCP), Information Security, Operational Risk, etc.
Exit strategies
—— Consider all potentially viable exit scenarios (e.g., bring service in-house, transfer service
to an alternate provider, discontinue the service, etc.).
—— Focus time and energy on strategies for “stressed exits,” such as a sudden third-party
failure, when agreed-upon contract terms may be difficult to enforce.
—— Analyze the potential costs and impacts to internal staff, customers, and other external
stakeholders (including the market at large); consider the costs of data retention post exit.
—— Establish ongoing monitoring indicators and exit triggers that would initiate an exit.
Continuity plans
—— Include third parties in FS firm’s enterprise-wide business continuity testing program,
which should disclose both organizations’ (FS firm’s and their third party’s) ability to
recover, restore, resume, and maintain operations after disruptions, consistent with
business and contractual requirements.
—— Collaborate with other FS firms that use common third parties in the case of that third
party’s failure.
—— Ensure contractual agreements take into account contingency planning, including: step-in
right; provisions to transfer services; and access to necessary data and systems of the
third party.
——

Process optimization

8. Risk segmentation: Establish a disciplined risk-scoring methodology and tailored program
requirements for homogenous categories of third-party services, including specialty
programs and nominal risk categories
In the first iterations of TPRM, programs were primarily concerned with verifying that all third
parties were recorded in the third-party inventory and adhered to the TPRM lifecycle, with little
to no customization and tailoring allowed for third parties that did not present the standard
profile for third-party risk. This resulted in cumbersome and expensive programs with long cycle

Bank of England and Prudential Regulatory Authority, “Consultation (CP30/19) on Outsourcing and third party risk
management” (December 2019); European Banking Authority, “EBA Guidelines on outsourcing arrangements”
(February 2019); FFIEC, “Appendix J: Strengthening the Resilience of Outsourced Technology Service Providers”
(February 2015).
3

Stressed exit: Disruption, an outage or the failure (i.e., insolvency or liquidation of the service provider); Non-stressed
exit: Commercial, performance or strategic reasons in a planned and managed way as defined by the Bank of England
and Prudential Regulatory Authority, “Consultation Paper (CP30/19) on Outsourcing and third party risk management”
(December 2019).
4
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times and confused business users who did not understand
why they needed to adhere to a multistep risk management
process to procure extremely low risk third party services.
Not anymore. Rather than forcing all third parties through
the standard TPRM process, leading TPRM programs
are now bucketing service categories (either from the
Procurement department or the general ledger) to three risk
segments: 1) standard TPRM program, 2) specialty program,
and 3) nominal risk. See below for specific guidance for each
of the three risk segments:

Nominal risk

Standard TPRM program

9. Service delivery model: Realign responsibilities,
incorporate industry utilities, and embrace technology
to reduce costs and increase business owner
accountability

—— Establish expedited onboarding for third-party
relationships that support a time-sensitive business
need; verify that these exceptions are not being
overused by the business.
—— Validate that the program is truly risk-based, with a risk
filtering process to identify applicable risk attributes for
each third-party service.
Specialty programs
—— Identify specialty programs based on the following
criteria: a common risk profile, similar payment
arrangement, and use by a specific function (e.g.,
Legal) within the organization, etc. Common examples
of “specialty programs” include law organizations
that provide opinions and outside counsel, trading
counterparties, agent banks, financial market utilities, or
affiliate service providers.
—— Define specialty TPRM program lifecycle(s). There will
be times when, due to the level of risk associated with
a type of vendor, organizations will choose to execute
a specialty TPRM program, e.g., “lighter-touch” (law
organizations or affiliates) and “more strenuous” (cloud
or IT vendors). Specialty programs should align with the
standard TPRM program. For “lighter-touch” specialty
programs, organizations may choose to leverage
existing internal data (e.g., affiliate RCSAs). For more
strenuous specialty programs, there could be increased
requirements for risk assessment, due diligence, and
ongoing monitoring. Either way, the specialty program
should be clearly defined and outlined in the TPRM
program.
—— Articulate specialty program exclusion criteria.
Determine criteria/triggers that would exclude a thirdparty service for the specialty program because it had
a unique risk profile. An example of this might be an
affiliate relationship that is offshoring large volumes
of confidential client data, so it requires data privacy
review that is not required for the other affiliate
providers.

—— Align applicable third-party service categories that pose
nominal risk to the FS organization, do not support key
financial services functions/products, and are easily
replaceable. Common examples include charitable
donations, landscaping services, catering, and
employee travel.
—— Reevaluate and risk accept nominal risk categories
annually.

Given the overlap with procurement from both a process
and technology perspective, organizations are evaluating
whether the execution of TPRM activities should reside
with a first-line of defense Procurement function or with a
second-line of defense risk management function.
The benefit of aligning service delivery under the finance
function is that it enables FS organizations to align all
tasks related to outsourcing under the same management
structure. It also allows for one program office to drive
the technology strategy for TPRM and can simplify the
business user experience by creating a “one-stop shop”
for the end-to-end sourcing process. We have observed,
however, that there may be a skill set uplift and cultural
change required to prepare the Procurement function
to take on the execution of TPRM tasks, given that the
Procurement function is traditionally focused on cost
reduction, strategic sourcing and contracting activities
(rather than risk identification and assessment). Alignment
of procurement and TPRM is generally most successful if
the FS firm already has a well-established TPRM program
and culture throughout the organization.
Leading firms are taking the following steps to optimize
TPRM service delivery:
Roles and responsibilities realignment
—— Conduct an analysis of the cycle time for the endto-end outsourcing roles and processes, including
procurement and risk activities, to identify business
user pain points, process redundancy, and opportunities
for synergies.
—— Maintain a centralized TPRM program office to provide
effective oversight of TPRM service delivery and
support to business owners of third parties.
—— Rethink risk assessment roles and responsibilities to
focus risk subject matter experts on determining the
effectiveness of the control environment and issue
remediation; consider if project management aspects
of the risk assessment can be driven by lower-cost
resources or utility services.
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Technology enablement
—— Develop a unified technology strategy for the TPRM,
Procurement, and Enterprise Risk Management
functions to drive greater efficiency, reduce manual
activities, and improve data quality; capture user stories
to identify pain points and bottlenecks.
—— Invest in automated feeds and reports that can score
aspects of reputational risk and financial viability for
lower-risk third parties.
—— Leverage third-party utility reports as an input for risk
subject matter reviews for control effectiveness; in and
of themselves, third-party utility reports do not give a
control effectiveness rating for the third-party service.
Risk-based process
—— Simplify and reduce the quantity of questions being
asked of the business (in inherent risk questionnaires)
and third parties (in due diligence questionnaires).
—— Conduct a correlation analysis to identify questions and
risk criteria that are most often correlated with thirdparty risk or performance issues for third-party services.
—— Determine which risk categories should be assessed at
a service level versus a legal entity level.
—— Evaluate the period of time for which an assessment
is deemed valid in order to rationalize assessment
activities (e.g., financial viability assessment to be
performed at legal entity level and would be valid for
one year).
—— Inventory reassessment activities and timelines for
third-party services that are being provided by the
same legal entity; ideally, these reassessments can be
conducted once and leveraged for multiple third-party
services.
Assessment convergence
—— Define a common risk management scoring
methodology for all nonfinancial risk management
frameworks including TPRM.
—— Validate that RCSAs, issues management tagging,
and other applicable risk management and compliance
testing consistently and comprehensively support the
efficiency and effectiveness of the TPRM program.

Innovation
10. TPRM in real-time: Proactively manage critical services
by implementing automated, data-driven monitoring
of risk, performance and contract compliance via
surveillance technology or other real-time monitoring
data aggregation services
It has become the expectation of the Board, customers,
and regulators that firms are continuously monitoring their
third parties. According to a recent report, 83 percent
of risk, compliance, and security decision makers think
continuous monitoring of vendors would be “very” or
“extremely valuable” to their business5 by:
—— Providing FS organizations more accurate and timely
information about the risk profile of third parties to
make a go/no-go business decision.
—— Decreasing resource need for point-in-time due
diligence.
—— Enabling quicker onboarding of third parties.
Leading organizations are using automation for affordable
and scalable continuous monitoring across select
risk areas, performance management, and contract
compliance. In order to achieve this desired future state,
organizations should:
—— Evaluate internal sources of TPRM data, including
leveraging natural language processing and other data
analytics to comb through risk events and identify
which may have been caused by a third party (even if
the event was incorrectly tagged by the business).
—— Embrace proactive risk management to mitigate
reputational risk through automated analysis of adverse
media, social media, dark web chatter, financial data,
cyber breaches monitoring, etc.
—— Import SLA reports into a tool that monitors thirdparty compliance with contract terms on an ongoing
basis; these technologies identify opportunities to
recoup fees for missed SLAs in real time and identify
dependencies and impacts of multiple contracts with
the same legal entity.
—— Adopt a surveillance mind-set for critical third-party
services; currently, this involves sample-based
transaction testing on a daily basis; in future, all
transactions may be tested in real time.
—— Plan for a future of dynamically updating third-party risk
profiles within the TPRM tool, based on real-time risk
scoring from data feeds (both publicly-available and via
paid subscription).

5

Forrester and BitSight, “Take Control of Vendor Risk Management Through Continuous Monitoring” (March 2018)
© 2020 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of
independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity.
All rights reserved. The KPMG name and logo are registered trademarks or trademarks of KPMG International. NDP044838

© 2020 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of
independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity.
All rights reserved. The KPMG name and logo are registered trademarks or trademarks of KPMG International. NDP044838

Pursuing sustainability in third-party risk management 11

Overcoming
the hurdles
for TPRM
transformation
Throughout this paper, we have articulated an optimistic point
of view on the potential for TPRM programs to increase their
capacity for regulatory compliance, optimization, and innovation.
Technology advancements and industry consensus have reached
a point at which it is truly possible for FS organizations to rein
in expensive and time-consuming TPRM processes while
maintaining effective risk management. We would be remiss,
however, to end this discussion without acknowledging the
potential roadblocks that could impede FS organizations’ progress
toward pursuing sustainability in TPRM. We recommend FS
organizations tackle these foundational steps first to continue the
momentum forward on their transformation journeys:
1. Change management for enhancements to the TPRM
program: TPRM involves stakeholders across the entire
organization who need to be informed in a timely manner and
trained appropriately to execute across the TPRM lifecycle.
Outsourcing, automating, and centralizing the completion of
TPRM lifecycle tasks reduces the number of FTEs who will be
affected by subsequent changes to the TPRM process.
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2. Roles and responsibilities clarification and
upskilling: Rationalizing risk assessment activities
should transition certain repetitive risk assessment
activities away from risk subject matter professionals to
the TPRM staff or third-party utilities. TPRM leadership
will need to articulate the new responsibilities and
empower risk assessment professionals to use their
newly freed time to focus on higher-value aspects of
risk identification and management. Upskilling for both
risk subject matter professionals and the TPRM staff
will likely be required.
3. Service owner accountability: Even the most
forward-looking, well-planned TPRM transformation
will ultimately be unsuccessful if the service owners
within the business are not held accountable for
adhering to the TPRM program. TPRM reporting is
only as accurate as the data on which it is reporting.
Management cannot be confident that they are
managing to the outsourcing strategy and TPRM risk
appetite if the TPRM metrics are in question. Similarly,
the TPRM office will be hampered in its ability to
innovate and optimize if it is chasing service owners
to comply with program requirements, like having
a termination plan or exit strategy. We find up-front
investment in communicating the importance of TPRM
to the business and articulating the future-state vision
of a less cumbersome process goes a long way in
obtaining business buy-in. On the other end, a solid
escalation path for service owner nonadherence to
the TPRM program, including potential compensation
repercussions, can be helpful.

5. Vendor buy-in and participation: Third-party utilities
like KY3P and TruSight will only be viable solutions if
there is adequate participation from a critical mass of
third parties and FS organizations who use the reports.
If FS organizations want the utilities to scale quickly,
they need to advocate for the advantages of these
platforms and make a compelling case to their third
parties to join.
6. Industry consensus momentum: Innovation will
require industry consensus that changes to the status
quo TPRM program are in alignment with sound risk
management. FS organizations are understandably
conservative when shifting their approach to regulatory
compliance matters, so we do not anticipate significant
innovation in TPRM by one organization until the
majority of FS firms reach a baseline comfort that
reimagined TPRM programs can be as (if not more)
effective than traditional approaches.
We are excited to work with our clients every step of the
way, as the FS industry progresses further down the track
towards TPRM transformation. By embracing our top 10
TPRM mile markers, FS organizations can meaningfully
enhance their TPRM processes by retooling existing
systems to realize greater efficiencies while delivering
strong risk management and regulatory compliance. Reach
out to learn more about KPMG’s TPRM service offerings
and how we can work together to make strides in 2020.

4. Investment in technology enablement: Despite the
advances in governance, risk, and compliance (GRC)
solutions, many FS organizations are still conducting
many aspects of their TPRM process over email or
on spreadsheets. This is inefficient and limits the
accuracy and availability of program data. In the
future, it will make dynamically updating third-party
risk profiles impossible. FS organizations need to take
the time now to streamline workflows and optimize
the technology enablement of their TPRM programs.
However, excessive customization of GRC modules can
complicate the software update process down the road.
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Greg has significant experience helping his clients to transform their risk
management operations based on regulatory and business drivers. Greg has
worked with clients as they seek to manage disruption in their industry, meet
regulatory expectations and use technology to drive both effective and efficient
risk management practices. Greg brings his global experience to his clients to
provide perspectives on how to implement changes in culture and balance risk and
performance drivers. Greg leads third party risk management for KPMG.

To learn more about TPRM service offerings and how we
can help your firm make strides in 2020, please contact:
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